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Data Protection & Privacy Policy
1. [bookmark: _Toc222046198][bookmark: _Toc49914697][bookmark: _Toc69636657][bookmark: EndTitlePage][bookmark: ReferenceInfo][bookmark: Title][bookmark: _Toc165644182][bookmark: _Toc409599091][bookmark: _Toc511506574]Introduction
The definition of Data Protection is: the process of safeguarding important information from corruption, compromise or loss. The Data Protection Act (1998) controls how personal information is used by organisations, businesses or the government. 
Eskdale Mill & Heritage Trust has a legitimate interest in acquiring and storing data and therefore has to follow strict rules called ‘data protection principles’. The Trust must make sure the information it keeps is:
· used fairly and lawfully
· used for limited, specifically stated purposes
· used in a way that is adequate, relevant and not excessive
· accurate
· kept for no longer than is absolutely necessary
· handled according to people’s data protection rights
· kept safe and secure
· not transferred outside the UK without adequate protection

General Data Protection Regulation (GDPR) is a legal framework that sets guidelines for the collection and processing of personal information of individuals. The GDPR sets out the principles for data management and the rights of the individual, while also imposing fines that can be revenue-based on companies who misuse this information. 

GDPR has a focus on protecting people and the Trusts relationship with them. As soon as the Trust records any information about any person the following safeguarding procedures must be followed. 

2 [bookmark: _Toc511506575]Data Protection & Privacy principles
The Trust is committed to processing data in accordance with its responsibilities under the GDPR. 
Article 5 of the GDPR requires that personal data shall be:

a. processed lawfully, fairly and in a transparent manner in relation to individuals;
b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
c. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
d. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;
e. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and
f. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.
3. [bookmark: _Toc511506576][bookmark: _Toc506472430][bookmark: _Toc506476120][bookmark: _Toc506479250]General provisions
a. This policy applies to all personal data processed by the Trust. 
b. The Responsible Person shall take responsibility for the Trust’s ongoing compliance with this policy. 
c. This policy shall be reviewed at least annually. 
d. The Trust holds personal data and has carried out an information audit of what personal data it holds, where it comes from and who it is shared with. 
e. The Trust is registered with the Information Commissioner’s Office (ICO) as an organisation that processes personal data. 
4. [bookmark: _Toc511506577]Lawful, fair and transparent processing 
a. To ensure its processing of data is lawful, fair and transparent, the Trust shall ensure data is only collected for legitimate purposes and keep a Register of Systems.
b. The Register of Systems shall be reviewed at least annually. 
c. Individuals have the right to access their personal data and any such requests made to the Trust shall be dealt with in a timely manner. 
d. The Trust uses email for group communications and hence some data may be held overseas. 

5. [bookmark: _Toc511506578]Lawful purposes
a. All data processed by the Trust must be done on one of the following lawful bases: consent, contract, legal obligation, vital interests, public task or legitimate interests.
b. Where consent is relied upon as a lawful basis for processing data, evidence of opt-in consent shall be kept on a password protected excel spreadsheet.  
c. Where communications are sent to individuals based on their consent, the option for the individual to revoke their consent should made to the responsible person. Once the Trust has been notified of a person’s wish to opt-out they will be removed from the database by the responsible person concerned. For verbal communications a record of the conversation must be kept. 
6. [bookmark: _1iq7rjqlje2v][bookmark: _Toc511506579]Data minimisation
a. The Trust shall ensure that personal data are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed. 
7. [bookmark: _Toc511506580]Accuracy
a. The Trust shall take reasonable steps to ensure personal data is accurate. 
b. Where necessary for the lawful basis on which data is processed, steps shall be put in place to ensure that personal data is kept up to date. 
c. The Trust’s database will be updated as and when required. 
8. [bookmark: _893ssflhrxil][bookmark: _Toc511506581]Archiving / removal
a. To ensure that personal data is kept for no longer than necessary, the Trust shall put in place an archiving policy for each area in which personal data is processed and review this process annually
b. The archiving policy considers what data should/must be retained and for how long. 
9. [bookmark: _vqi3sa1963hz][bookmark: _Toc511506582]Security
a. The Trust shall ensure that hard copies of personal data is transported responsibly, stored securely in a locked filing cabinet and electronic data uses software that is kept-up-to-date.  
b. Access to personal data shall be limited to personnel who need access and appropriate security (passwords and keys) are in place to avoid unauthorised sharing of information. 
c. Trustees and Mill Manager have personal laptops which are moved from place to place. This ‘Data in Transit’ is protected by encrypted passwords on all laptops.
d. When personal data is deleted, hard copies will be shredded and electronic copies deleted in a way such that the data is irrecoverable. The Trust’s back-up systems are automatically deleted after three months. 
e. Appropriate back-up and disaster recovery solutions are in place with a daily back up of business data and weekly data back-up stored in a safe. 
10. [bookmark: _mblk3j3c3czg][bookmark: _Toc511506583]Breach
In the event of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, the Trust shall promptly assess the risk to people’s rights and freedoms and if appropriate report this breach to the ICO within 72 hours. The affected people must also be contacted. All procedures and actions taken must be documented in case of further investigation by the ICO. (See the ICO website for examples of a breach of information). Near misses should also be documented and recorded. 


A ‘data controller’ is appointed to ensure compliance. The data controller will keep the ‘Register of Systems’ up-to-date. 
Most data is controlled at the registered office at Eskdale Mill, CA19 1TG so it is deemed appropriate for the Mill Manager to be the ‘data controller’.


Register of Systems

If people wish the Trust to hold their data they must:

1. Opt in on occasion of submitting personal data  
2. Anyone who does not ‘opt in’ will not be included on the database
3. Anyone who wishes to be removed from the database will be so immediately
4. Anyone who wishes to make a complaint to follow instructions on our Privacy policy. 
5. Data will never be shared with a third party. 

What data do we collect?
Customers’ gift aid slips, online bookings, donations and card transactions
Employee records including bank details, DBS clearance, education and work history 
Cottage residents’ proof of legitimate UK residency
Staff & volunteer DBS clearance records
Adviser, patron, staff and trustee contact details
Members’ database including contact details
Partner, contractors, suppliers and stakeholder email address and contact details
Volunteer registration form, including health details and previous work history
Database of partners, stakeholders, volunteers, members and supporters
Parent/guardian consent forms
Photo consent forms for under 16’s
Event participant sheets including names and contact details 
Social media contacts

Where do we store the data? 
Emails
Documents (stored in office paper files) 
Databases, stored on the office and trustees’ computers
Cloud storage/backups/removable memory banks
Gift Aid slips are stored either in locked box, office store or claimant’s residence and transported in sealed envelope. 

How do we protect and document the data we have?
Encrypted passwords
Limited access
Locked drawers/office
Trustees’ residence




How long do we plan to keep the data for? 
Each type of data is kept for various times depending on external and internal requirements. 
See Archiving Policy for specific times.

Do we have a reason for every piece of data we collect? 
Employee – for salary payment, essential background checks and professional development
Cottage residents – legal requirement
Patrons – for communication purposes
Trustees– legal requirement 
Advisers – for participation purpose 
Volunteers – to ensure good supervision and adequate skill development
Supporters – to promote our good work
Members – to keep records up-to-date for prompt renewals, distribution of newsletters and information and payment times.
Funders – for progress reports and monitoring
Stakeholders – for supplies, operational matters and guidance
Partners – for collaboration
Customers – for making periodic gift aid claims, online bookings, donations and payments

What is the process if someone asks to be removed from our records? 
The data controller will inform all relevant holders of the information and ensure the prompt removal all information from the database.  






















1
To be reviewed every 2 years
Date of next review: September 2024
image1.jpeg
. ESKDALE

& HERITAGE TRUST





       


 


 


 


1


 


To be reviewed every 2 years


 


Date of next review: September 2024


 


 


Data Protection


 


& Privacy


 


Policy


 


1.


 


Introduction


 


The definition of Data


 


Protection is: 


the process of safeguarding important information from corruption, 


compromise or loss.


 


The


 


Data


 


Protection


 


Act


 


(1998) controls how person


al information is used by 


organisations, businesses or the government.


 


 


Eskdale Mill & Heritage Trust


 


has a legitimate interest in acquiring and storing 


data 


and therefore 


has to 


follow strict rules called ‘d


ata protection principles’. The Trust


 


must make sure the information 


it keeps 


is:


 


·


 


used fairly and lawfully


 


·


 


used for limited, specifically stated purposes


 


·


 


used in a way that is adequate, relevant and not excessive


 


·


 


accurate


 


·


 


kept for no longer than is absolutely necessary


 


·


 


handled 


according to people’s data protection rights


 


·


 


kept safe and secure


 


·


 


not transferred ou


tside the UK


 


without adequate protection


 


 


General Data Protection Regulation 


(GDPR)


 


is a legal framework that sets guidelines for the collection and 


processing of personal information of individuals


.


 


The GDPR sets out the principles for data management 


and the rights of the individual, while also imposing fines that can be revenue


-


based


 


on companies who 


misuse this information


. 


 


 


GDPR has a focus on protecting people and the Trusts relationship with them. As soon as the Trust records 


any


 


information about 


any


 


person the following 


safeguarding 


procedures must be followed. 


 


 


2


 


Data 


P


rotection


 


& Privacy


 


principles


 


The Trust


 


is committed to processing data in accordance with its responsibilities under the GDPR. 


 


Article 5 of the GDPR requires that personal data shall be:


 


 


a.


 


processed lawfully, fairly and in a transparent manner in relation to individuals;


 


b.


 


collected for 


specified, explicit and legitimate purposes and not further processed in a manner 


that is incompatible with those purposes; further processing for archiving purposes in the public 


interest, scientific or historical research purposes or statistical purposes


 


shall not be considered to 


be incompatible with the initial purposes;


 


c.


 


adequate, relevant and limited to what is necessary in relation to the purposes for which they are 


processed;


 


d.


 


accurate and, where necessary, kept up to date; every reasonable step must 


be taken to ensure 


that personal data that are inaccurate, having regard to the purposes for which they are 




              1   To be reviewed every 2 years   Date of next review: September 2024     Data Protection   & Privacy   Policy   1.   Introduction   The definition of Data   Protection is:  the process of safeguarding important information from corruption,  compromise or loss.   The   Data   Protection   Act   (1998) controls how person al information is used by  organisations, businesses or the government.     Eskdale Mill & Heritage Trust   has a legitimate interest in acquiring and storing  data  and therefore  has to  follow strict rules called ‘d ata protection principles’. The Trust   must make sure the information  it keeps  is:      used fairly and lawfully      used for limited, specifically stated purposes      used in a way that is adequate, relevant and not excessive      accurate      kept for no longer than is absolutely necessary      handled  according to people’s data protection rights      kept safe and secure      not transferred ou tside the UK   without adequate protection     General Data Protection Regulation  (GDPR)   is a legal framework that sets guidelines for the collection and  processing of personal information of individuals .   The GDPR sets out the principles for data management  and the rights of the individual, while also imposing fines that can be revenue - based   on companies who  misuse this information .      GDPR has a focus on protecting people and the Trusts relationship with them. As soon as the Trust records  any   information about  any   person the following  safeguarding  procedures must be followed.      2   Data  P rotection   & Privacy   principles   The Trust   is committed to processing data in accordance with its responsibilities under the GDPR.    Article 5 of the GDPR requires that personal data shall be:     a.   processed lawfully, fairly and in a transparent manner in relation to individuals;   b.   collected for  specified, explicit and legitimate purposes and not further processed in a manner  that is incompatible with those purposes; further processing for archiving purposes in the public  interest, scientific or historical research purposes or statistical purposes   shall not be considered to  be incompatible with the initial purposes;   c.   adequate, relevant and limited to what is necessary in relation to the purposes for which they are  processed;   d.   accurate and, where necessary, kept up to date; every reasonable step must  be taken to ensure  that personal data that are inaccurate, having regard to the purposes for which they are 

